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ABSTRACT

The article highlights the challenges of copyright protection in the context
of the Internet. As the Internet's primary function is tofacilitate infor-
mation transfer, the issue of copyright infringement has become increas-
ingly relevant, allowing users to access vast amounts of information with-
out restrictions. The article explores the division of liability for copyright
infringement between Internet Service Providers and infringing users.
While some argue that Internet Service Providers should be held account-
able for copyright violations, others contend that responsibility lies with
the users. Additionally, the article discusses international approaches to
regulating Internet Service Providers liability for copyright infringement,
highlighting the importance of coordinated efforts across jurisdictions.
The article concludes that althoughlinternet Service Providers are not the
initiators of copyright infringement, they play a critical role in suppress-
ing illegal activities on the network.

Keywords: Internet Service Provider, copyright, infringement, copyright
holder, information, liability.

The rapid expansion of digital technologies and the widespread adoption of the
Internet have transformed the manner in which information is accessed, dissemi-
nated, and shared on a global scale. While the Internet has created unprecedented
opportunities for communication, collaboration, and innovation, it has also intro-
duced significant challenges for the protection of intellectual property rights, par-
ticularly in the realm of copyright. Internet Service Providers (hereinafter — ISPs),
as key facilitators of online communication and information exchange, play a cen-
tral role in the digital ecosystem. Consequently, the issue of ISP liability for copy-
right infringement has emerged as a complex and contentious matter, prompting
inquiries into the allocation of responsibility in the digital era. Before engaging with



Main issues of Internet Service Provider's liability for copyright infringement

these inquiries, it is crucial to establish a clear understanding of the definition of an
Internet Service Provider.

The term “Internet Service Provider” is “originally referred to a vendor who
provided access for customers to the Internet and the World Wide Web, as well as
e-mail services and other services [1]”.

Over the course of its development, the term has undergone substantial expan-
sion, now encompassing a broad and diverse spectrum of service providers that
have emerged and adapted in response to evolving societal demands and techno-
logical advancements. An ISP may provide Internet access services on a retail basis
to residential and/or business customers [2]. An ISP might additionally offer solely
a search engine or another e-commerce tool.

ISPs are integral to the functioning of numerous key sectors, including media
streaming services, financial technology (FinTech), educational platforms, and e-
commerce. These services rely on the infrastructure and stability provided by ISPs
to deliver uninterrupted, high-quality digital experiences. Given the central role of
ISPs in facilitating access to a vast array of digital content, they also find themselves
at the intersection of copyright protection and enforcement. ISPs provide access to
digital platforms where copyrighted material, such as music, films, and educational
content, is frequently shared and consumed. Consequently, ISPs find themselves at
the center of the legal and technical mechanisms designed to combat copyright in-
fringement.

Under the Digital Millennium Copyright Act of the United States (hereinafter
— DMCA), a service provider is defined in two different ways. The narrow defini-
tion is that an ISP is “an entity offering the transmission, routing, or providing con-
nections for digital online communications, between or among points specified by
a user, of material of the user’s choosing, without modification to the content of the
material as sent or received” [3]. The broad definition refers to a provider of online
services or network access or the operator of facilities thereof [4].

The Electronic Commerce Regulations 2002 in the UK, which gave effect to
the European Electronic Commerce Directive, defines the “Service Provider” as
“any person providing an information society service” [5].

The principal actors who are involved in the transmitting of information from
one place to another are the senders and the recipients of that information [6]. Yet,
within the digital realm, Internet technology renders it unfeasible for users to access
and replicate protected works devoid of Internet-based intermediaries.

Large-scale copyright infringement on the Internet have been constant for a
number of years, whether by means of file sharing through peer-to-peer (P2P) sites
or, more recently, by other means such as unauthorized streaming [7]. Obviously,
the phenomenon is not new: copyright has always been challenged by the various
technical advances such as the arrival of the phonogram, the radio, television, de-
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vices for recording works (such as tape-recorders or video-recorders) or repro-
graphic technology enabling the mass photocopying of protected works [8]. What's
distinct in the present landscape is the notable increase in this phenomenon, pri-
marily attributable to the facile reproduction of copyrighted content in the digital
domain. This replication achieves a quality commensurate with the original, and
concurrently enables the widespread dissemination of these works at no cost via
online platforms.

Activities such as the reproduction, distribution, and dissemination of services
provided by ISPs by third parties are liable to infringe upon the copyrights held by
the owners. The transmission of a work over the Internet will normally result in
several acts of reproduction. First, the work is copied onto the server of the hosting
service provider. Then, it will be temporarily reproduced, in whole or in part and
during transmission, digitised packets are repeatedly “stored” and forwarded.

The battle for copyright protection on the Internet sometimes seems lost, be-
cause the virtual space allows users/subscribers of the network resource to access a
huge amount of information anytime, anywhere without any restrictions. In this
regard, the problem of liability seems unsolvable, who should be held liable for
copyright infringement — the ISP or the user committing the violation?

Scientific publications often emphasize the indisputability of the fact that ISPs
are responsible for copyright infringement on the Internet [9]. However, it should
be noted that often the actual violator is not the ISP, but the user of the network
resource.

Some argue that turning to ISPs is an economic as well as a productive way to
deal with copyright infringers or even other e-infringers in general, especially in
locating the culprits [10]. The Internet allows users to remain anonymous, making
it impossible to find the culprit, which is why many are in favor of holding ISPs
liable for copyright infringement, even if the infringement was committed by the
ISP's subscribers. In addition, the cost of litigation far exceeds the amount eventu-
ally recovered, and, in contrast to the prosecution of the user, which is an individual,
it is easier and more cost-effective to sue the ISP. However, from a legal standpoint,
attributing liability to ISPs solely because they possess greater financial resources
to cover potential penalties, as opposed to the individual subscribers responsible for
the violations, raises concerns about fairness and legal reasoning.

Thus, assigning responsibility for copyright infringement on the Internet to the
ISP in full seems impractical due to the fact that ISP often has only an indirect
relationship to the violation. Therefore, it is more expedient to consider the role of
the ISP in the mechanism of copyright protection not only through the prism of
the possibility of bringing it to liability, but also the possibility of suppressing
illegal activities on the network by denying access to infringing users [11].

The issue of responsibility on the Internet has an important international sub-
text. Since the Internet has no borders, it is important that similar approaches to
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regulating this issue be adopted worldwide. It is not necessary that these approaches
are identical, they may differ depending on the specific circumstances and legal
traditions of any particular country. But for the sustainable development of global
networks and e-commerce, they must be mutually workable.

However, it is noteworthy that the Berne Protocol, to protect copyright holders
in the digital context, being developed by the World Intellectual Property Organi-
zation (hereinafter — WIPQ) and the signatories [12] of the Berne Convention for
the Protection of Literary and Artistic Works, does not deal with ISP liability in
detail but has left it to the national legislatures [13].

As for the legal regulations of the European Union, it should be noted that
European law is quite liberal towards ISP. The issue of ISP liability under European
law is governed by Directive 2000/31/EC of 8 June 2000 [14] (hereinafter — Di-
rective).

The Directive outlines three categories of actions by ISPs, the fulfillment of
which serves as the basis for limiting their liability:

1. Simple Transmission of Information

2. Caching

3. Hosting

Simple Transmission of Information

Regarding the simple transmission of information, the Directive specifies that
if a service involves transmitting information to a user over a communications net-
work or providing access to such a network, the provider is not liable for the trans-
mitted information. However, the provider must not initiate the transmission, select
the recipient of the information, or modify the information being transmitted.

Caching

The Directive exempts providers from liability for the automatic, intermediate,
and temporary storage of information, provided this is done solely to facilitate the
more efficient transmission of the information to users. For this exemption to apply,
the ISP must meet the following five conditions:

The ISP must not alter the stored information.

The ISP must adhere to any conditions governing access to the information.

The ISP must comply with requirements for updating the information.

The ISP must not interfere with lawful measures used to protect the infor-

mation.

e  The ISP must promptly delete or block access to stored (cached) infor-
mation upon becoming aware that the information has been removed from
the network,access to the information has been terminated, ora court or ad-
ministrative order has mandated its deletion or restriction. Essentially, the
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provider must take action to delete or block access to automatically created
copies of such information.

Hosting

ISPs are also exempt from liability, including liability for damages, when stor-
ing user-generated content at the request of users, provided the following conditions
are met:

e  The ISP must not be aware of any illegal activity or the unlawful nature of
the stored content, nor of facts or circumstances that would clearly indicate
such illegality.

o If the ISP becomes aware of illegal activity or information, they must
promptly delete or block access to the content.

These provisions establish a framework for limiting liability while ensuring
that ISPs take appropriate measures to address unlawful activities when identified.

In the landmark case L’Oreal SA v. eBay International AG (2011) [15], the
Court of Justice of the European Union (CJEU) held that eBay, as an ISP, was not
liable for the sale of counterfeit goods on its platform, as it did not have knowledge
of the infringing activities. This case illustrates the application of the Directive in
protecting platforms that host user-generated content.

Overall, the Directive provides a comprehensive legal framework that shields
ISPs from liability in cases of copyright infringement under specific conditions.

The United States has established one of the most comprehensive legal frame-
works and enforcement practices in addressing copyright infringement on the In-
ternet. The legislator provided for the possibility of exemption from liability subject
to voluntary cooperation between the ISP and the copyright holder through the im-
plementation of a mechanism for removing illegal content. This mechanism is reg-
ulated by the DMCA [16]. By implementing this mechanism, the copyright holder,
in cooperation with the ISP, suppresses copyright infringement.

The essence of this mechanism is that the ISP must immediately remove the
disputed content from its Internet resource after receiving a notice of elimination
sent in accordance with the requirements of section 512 (c) (3) of the DMCA. Over-
all, the DMCA represents a landmark piece of legislation aimed at addressing the
challenges of copyright enforcement in the digital age. While it provides a frame-
work for cooperation between ISPs and copyright holders to combat infringement,
it also seeks to safeguard the rights of Internet users and promote the free exchange
of information online.

However, along with the above, US courts often hold the ISP liable for indirect
copyright infringement. A famous case is Metro-Goldwyn-Mayer Studios v.
Grokster [17]. Despite the norms of the current legislation, the court laid respon-
sibility for indirect copyright infringement on the Grokster service, which provided
the ability to exchange files, including those that violate copyright. A feature of the
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Grokster service was that it provided the ability to exchange files directly between
users. However, the court held that a person who provides his equipment to facili-
tate copyright infringement and if it is clearly expressed, is liable for direct infringe-
ments committed by users.

An analysis of the provisions within US and EU legislation reveals that, despite
the established limitations on liability, an ISP may still be held accountable if its
actions fail to adhere to the conditions outlined for liability exemptions. This in-
cludes instances where an ISP refuses to remove or block access to unlawful mate-
rials as required under the applicable legal framework.

Regarding Canadian legislation, it is noteworthy that there are no specific stat-
utes governing the liability of ISPs. The Copyright Act in Canada delineates two
categories of infringement: direct infringement and indirect infringement [18].

Direct infringement occurs when any person carries out any act that falls within
the exclusive purview of the copyright owner. These exclusive acts include repro-
duction of a work or any substantial part of the work in any material form, perfor-
mance of the work in public, communication of the work to the public by telecom-
munication, or by “authorization” to another person to carry out one of these ex-
cluded acts [19].

In contrast, indirect infringement occurs where a person knows that the work
infringes copyright, or would infringe copyright if it had been made in Canada, and
o sells or lets for hire, or by way of trade exposes or offers for sale or hire,

e  distributes, either for the purposes of trade or to an extent that it prejudi-
cially affects the copyright owner,

e exhibits the work in public for purposes of trade, or

e imports the work for sale or for hire into Canada [20].

Hence, in cases of indirect infringement, the infringing party must possess
awareness of the copyright's existence, whereas such awareness is inconsequential
in instances of direct infringement. Presently, there exists no legal precedent ad-
dressing the liability of ISPs in matters of copyright infringement. Nonetheless,
should the existing provisions of the Copyright Act be invoked, the outcomes may
yield intriguing implications.

Whenever infringing material is uploaded to the Internet, it has the potential to
infringe upon any or all of the exclusive rights held by the copyright holder. Con-
sequently, this situation could lead to legal action against the ISP since the ISP
supplied the equipment or facilities to a third party, which were subsequently uti-
lized to infringe upon the copyright. Thus, the ISP indirectly sanctioned the in-
fringement of the exclusive rights. However, in the past, the Canadian courts have
determined that merely supplying equipment does not constitute authorization, if
the supplier did not retain control over the use of the equipment. Moreover, in the
caseTervagne v. Beloeil (Town),the court clarified that it will not infer any author-
ization of an illegal act unless the supplier of the equipment has formed a common
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purpose with the infringer so as to “sanction, approve, and countenance” the in-
fringement in some way. Applying this principle, most of the infringement that oc-
curs on the Internet arises from users giving commands that result in reproductions
or communications of copyright works. These instructions are transmitted via the
equipment furnished by ISPs and other intermediaries. ISPs, however, do not share
any mutual intent with the infringer. Thus, it can be inferred that if a defendant took
proactive measures to prevent the infringement, or if the defendant was unaware of
the potential for infringement, then the defendant cannot be deemed to have author-
ized the infringement. Further, the case law appears to indicate that “authorization”
is narrowly construed in Canadian law. It should be noted that the above decision
do not specifically deal with ISPs, rather it provide the courts with guidelines to
determine whether an ISP authorized the infringement. This raises the question of
whether an ISP would be liable under indirect infringement. For indirect infringe-
ment, an alleged infringer must know that the work at issue infringes a copyright.
The plaintiff bears the burden of proving that the defendant had this knowledge.
This burden of proof is difficult to carry, because when knowledge is an essential
element of an infringement, ignorance can be pleaded as a defense [21].

Canadian courts have addressed the term “knowledge” in Section 27(4) of the
Copyright Act [22]. The courts construed “knowledge” as a suggestion to a reason-
able man that a copyright violation had occurred [23]. Upon acquiring either ex-
plicit or implied awareness that the work might infringe upon a copyright, the indi-
vidual bears the obligation to ascertain whether the work indeed constitutes in-
fringement. Nevertheless, mere knowledge in itself does not suffice to establish
liability for a copyright violation. The defendant must also have completed one or
more of the actions under Section 27(4) of the Copyright Act. This rule has been
substantiated in Apple Computer, Inc. v. Mackintosh Computers Ltd., where an in-
dividual knowingly financed an operation that infringed copyrights but had not
committed any of the actions listed under Section 27(4) of the Copyright Act, and
so escaped liability [24]. As for ISPs with knowledge about the infringing activity,
they are not at risk for indirect infringement so long as they take steps to prevent
the continuation of the infringing activity. Hence, within the Canadian legal frame-
work, while there is presently no dedicated legislation addressing this issue, the
existing Copyright Act seems to possess sufficient adaptability to effectively ad-
dress the complexities presented by the online environment.

In the context of special measures aimed at combating violations of intellectual
property rights on the Internet within the EAEU member states, it is important to
note that unified and coordinated approaches to their development and implemen-
tation have not yet been established.

The legislation of the Russian Federation (hereinafter — the RF) defined the
responsibility of ISP for violation of intellectual property rights on the Internet.
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Within the framework of article 1253.1 of the Civil Code of the RF [25] the legis-
lator indicated that the responsibility of Internet providerarises only depending on
his fault in posting information that violates the rights of third parties. The Internet
provider must send a specific request to the identified user to provide clarifications
and documents confirming the existence of rights to the object placed by him. Sub-
sequently, using the available information, the Internet provider will resolve the
conflict situation in court [26].

In its turn, A. Chernyshova, proposes to provide in accordance with article
1080 of the Civil Code of the RF joint and several liability of the ISP and the user,
thus both persons will be liable for their illegal actions, if any. The author believes
that such liability is possible in case of established fault of both the user and ISP
[27].

A unified approach to this issue has not yet been established in judicial prac-
tice. Various court rulings and decisions underscore the absence of a consistent
position regarding the circumstances and conditions under which ISPs may be held
liable for infringing exclusive rights on the Internet. For instance, the Ninth Arbi-
tration Court of Appeal in Moscow ruled that Rambler Internet Holding LLC must
pay the plaintiff, First Musical Publishing LLC, 50,000 rubles as compensation for
the infringement of exclusive rights to an audiovisual work [28].

Conversely, the Arbitration Court of the Republic of Tatarstan rejected the
claims of the plaintiff, Sintez Records LLC, against the defendant, TVT TV and
Radio Company OJSC. The case involved the posting of 243 songs by the band
“MashinaVremeni” on the Internet [29].

The legislation of the Republic of Armenia currently lacks specialized
measures to combat copyright infringement on the Internet. However, a draft law
“On Copyright and Related Rights” is under development, which includes provi-
sions establishing the liability of individuals or legal entities for copyright and re-
lated rights infringements in the context of hosting services and data transmission
on the Internet (hereinafter — Draft Law) [30].

The Draft Law stipulates that individuals or legal entities providing hosting or
data transmission services (on the Internet or intranet), including Internet providers,
are considered accomplices if they directly contribute to copyright or related rights
violations.

The Draft Law notably establishes cases in which service providers are exempt
from liability. For instance, Internet providers are not held accountable for the un-
lawful actions of individuals who use their services to violate copyright or related
rights, provided the providers are unaware of these actions or lack the ability to
restrict access to or remove content published or used in violation of such rights.
This approach aligns with international practices, though further refinements to the
Draft Law are necessary. As previously mentioned, the United States has developed
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extensive law enforcement practices in this area. Under the DMCA, service provid-
ers can be exempt from liability if they voluntarily cooperate with copyright holders
by implementing mechanisms to remove infringing content. Through this collabo-
ration, copyright holders and Internet providers work together to prevent copyright
violations.

ISPs, in general, are not the initiators of copyright infringement. However, re-
leasing them from the obligation to stop copyright infringement would mean in
many cases the impossibility of copyright protection, since it would leave the cop-
yright holder face to face with the user, sometimes completely unknown and hiding
under an assumed name. That is why the world legal practice is in constant search
for a fair balance of interests, which is to involve ISP in copyright protection but at
the same time not to make them responsible for the actions of others that are beyond
their control.

Thus, it can be concluded that the liability of ISP arises only depending on his
fault, but in order to most effectively protect rights of copyright holders, the ISP,
as a network communication operator, should be assigned the obligation to assist
the copyright holder in identifying a specific user, as well as respond in a timely
manner to signals from copyright holders about the violation of their copyrights,
taking the necessary measures to suppress illegal actions (for example, block access
to the Internet for a user of a network resource if there has been multiple copyright
infringement on his part). Failure to comply with this obligation may, in turn, lead
to the liability of the ISP.

It should also be noted that the tightening of legislation in relation to ISPs can
lead to a massive outflow of ISPs to countries with more loyal legislation to them.
Based on this and considering the above-mentioned international subtext of the is-
sue of liability on the Internet, it can be concluded that it is possible to solve the
problem of copyright infringement on the Internet only in the course of coordinated
work not only at the level of national legislation, but also through the conclusion of
agreements at the international level, which will contribute to the sustainable de-
velopment of copyright protection on the Internet.

Placing full responsibility for copyright infringement on the Internet solely on
Internet providers appears inappropriate, as they are often only indirectly involved
in such violations. Instead, it is more reasonable to consider the role of Internet
providers in the copyright protection framework not just from the perspective of
liability, but also in terms of their potential to prevent illegal activities on the net-
work by restricting access to infringing users (subscribers).

The most critical aspect in this area is fostering international cooperation
among states, including through agreements between EAEU countries to imple-
ment liability measures on the Internet. Such agreements should address the devel-
opment of unified terminology to facilitate coordinated approaches to combating
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copyright violations online. They should also establish uniform provisions regard-
ing the liability and exemption from liability ofISPs across all EAEU members and
enable the blocking of copyright-infringing resources by authorized bodies of
EAEU member states, regardless of the domain name's country of origin. Addition-
ally, consideration should be given to implementing a pre-trial mechanism for ser-
vice providers to block websites and content.

In conclusion, the issue of ISP liability for copyright infringement is complex
and multifaceted, with implications spanning legal, economic, and technological
domains. Across various jurisdictions, legal frameworks vary in their treatment of
ISP liability, reflecting divergent approaches to balancing the interests of copyright
holders, ISPs, and users. International efforts to harmonize these legal regimes face
challenges stemming from differences in legal traditions, cultural norms, and eco-
nomic considerations. Nevertheless, there is a growing recognition of the im-
portance of coordinated action at the global level to address the transnational nature
of online copyright infringement effectively. However, striking a balance between
protecting copyright holders' rights and avoiding undue burdens on ISPs remains a
formidable task. Moving forward, it is essential to foster dialogue and collaboration
among stakeholders to develop sustainable solutions that promote innovation, safe-
guard intellectual property rights, and ensure the continued growth of the digital
economy.
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AHHOTAIHS

B cratee ocBemaroTcs MpOOTEMBI, CBA3aHHBIE C 3aI[UTOH aBTOPCKHX
npaB B koHTekcTe MHTepHera. OcHoBHOU (yHKuMell uTepHeTa sBis-
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eTcs mepenada HHOOPMAIHH, YTO JICNIAaeT MPoOIeMy HapYIICHHST aBTOP-
CKHX IIpaB Bce 0oJiee aKTyalbHOMH, IIOCKOJIBKY OH ITO3BOJISIET OJIb30BaTe-
JSIM TIOJTy4YaTh JAOCTYI K OFPOMHBIM o0beMaM HH(opMmaluu 6e3 orpaHu-
4yeHui. B craThe paccMaTpuBaeTcs BOIPOC OTBETCTBEHHOCTH 33 HapylLle-
HHE aBTOPCKUX IPaB MHTCPHET-MIPOBaIepaMuyl TOJIb30BaTEIIMU-HAPY-
MUTEIIME. B TO BpeMst Kak HEKOTOPBIE YTBEPKIAIOT, YTO HHTEPHET-IIPO-
Bai{iepbl HECYT OTBETCTBEHHOCTh 32 HAapyLICHHE aBTOPCKUX MPaB, APYTUe
YTBEPXKIAIOT, YTO OTBETCTBEHHOCTh HECYT HE MHTEPHET-NPOBaii/iepkl, a
MOJIb30BaTeNH. Bo3naraTh MOJNHYIO OTBETCTBEHHOCTh Ha MHTEPHET-TIPO-
BaliIepoB Helenaecoo0pa3Ho, MOCKOIBbKY (haKTHIECKUM HapyIIUTEIeM
Y4acTo SBISIETCS MOJb30BATENb. B CTaThe TAKKe pacCMaTPUBAIOTCS] MEXK-
IYHapOJaHBIE TIOAXOMIBl K PETYITHPOBAHUIO OTBETCTBEHHOCTH MHTEPHET-
MpoBaiiiepoB 3a HapyIICHHE aBTOPCKUX MpaB. B cTaThe nenaeTcs BHIBOJ
0 TOM, YTO, XOTSI MHTEPHET-NIPOBANIEPEl HE SBIIIOTCS WHHULIUATOPAMH
HApYIICHHsT aBTOPCKHX TIPaB, OHU MIPAIOT PEHIAIONIYIO POJIb B Ipecede-
HUU HE3aKOHHOU NIeATEIBHOCTH B ceTH MIHTepHeT.

KioueBble cJI0Ba: MHTEPHET-TIPOBaiep, aBTOPCKOE MPaBo, Hapylie-
HHe, paBo00IaaaTeNb, HHGOPMAIIHs, OTBETCTBEHHOCTb.
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